
UTAH STUDENT DATA PRIVACY AGREEMENT 

Version 2.0 

PROVO CITY SCHOOL DISTRICT 

and 

HOUGHTON MIFFLIN HARCOURT PUBLISHING COMPANY 

Date: May 21st 2020



This Utah Student Data Privacy Agreement ("DPA") is entered into by and between the Provo 
City School District (hereinafter referred to as "LEA") and Houghton Mifflin Harcourt Publishing 
Company (hereinafter referred to as "Contractor") on May 21st 2020. The Parties agree to the 
terms as stated herein. 

RECITALS 

WHEREAS, the Contractor has agreed to provide the Local Education Agency ("LEA") with 
certain digital educational services ("Services") pursuant to a contract dated 
("Service Agreement"); and 

WHEREAS, in order to provide the Services described in the Service Agreement, the Contractor 
may receive or create, and the LEA may provide documents or data that are covered by several 
federal statutes, among them, the Family Educational Rights and Privacy Act ("FERP A") at 20 
U.S.C. 1232g (34 CFR Part 99), Children's Online Privacy Protection Act ("COPPA"), 15 U.S.C. 
6501-6506; Protection of Pupil Rights Amendment ("PPRA") 20 U.S.C. 1232h; and 

WHEREAS, the documents and data transferred from LEAs and created by the Contractor's 
Services are also subject to Utah state student privacy laws, including the Utah Student Data 
Protection Act UCA Section 53E-9; and 

WHEREAS, for the purposes of this DPA, Contractor is a school official with legitimate 
educational interests in accessing Education Records pursuant to the Service Agreement for the 
limited purposes of this DPA; and 

WHEREAS, the Parties wish to enter into this DPA to ensure that the Service Agreement 
conforms to the requirements of the privacy laws referred to above and to establish implementing 
procedures and duties; and 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 

ARTICLE I: PURPOSE AND SCOPE 

1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities 
to protect student data transmitted to Contractor from LEA pursuant to the Service Agreement, 
including compliance with all applicable statutes, including the FERP A, COPPA, PPRA and other 
applicable Utah State laws, all as may be amended from time to time by written notice to 
Contractor or via written amendment signed by both parties. In performing these services, the 
Contractor shall be considered a School Official with a legitimate educational interest, and 
performing services otherwise provided by the LEA. With respect to the use and maintenance of 
Student Data, Contractor shall be under the direct control and supervision of the LEA.
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2. Termination_ In the event that either party seeks to terminate this DPA, they may do so by
mutual written consent so long as the Service Agreement has lapsed or has been terminated. LEA
shall have the right to terminate the DP A and Service Agreement in the event of a material breach
of the terms of this DPA provided that Provider bas been provided notice of such material breach,
in writing, and bas bad a reasonable period of time to remedy such breach prior to such
termination_

3. Effect of Termination Survival. If the Service Agreement is terminated, then upon written
request by LEA, the Contractor shall dispose of all of LEA' s data pursuant to Article III, section 5
above.

4. Priority of Agreements. This DPA shall govern the treatment of student data in order to
comply with privacy protections, including those found in FERPA and all applicable privacy
statutes identified in this DPA. In the event there is conflict between the DPA and the Service
Agreement, the DPA shall apply and take precedence. Except as described in this paragraph
herein, all other provisions of the Service Agreement shall remain in effect.

5. Notice. All notices or other communication required or permitted to be given hereunder must
be in writing and given by personal delivery, or e-mail transmission (if contact information is
provided for the specific mode of delivery), or first-class mail, postage prepaid, sent to the
designated representatives below:

a. Designated Representatives

The designated representative for the LEA for this Agreement is: 

Name: Clint Smith 
Title: Data Privacy Coordinator 

Contact Information: 
801-3 7 4-4859 
clints@provo.edu

The designated representative for the Contractor for this Agreement is: 

Name: Houghton Miftljn Harcourt Publishing Company 
Title: Attn· General Counsel 

Contact Information: 
125 High Street 
Boston, MA 02110 

6. Entire Agreement_ This DPA constitutes the entire agreement of the parties relating to the
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Lisa Jacobson Sr Director, Bids and Contracts

____________ _________________
Clint Smith Data Privacy Coordinator

May 21, 2020

May 27, 2020



EXHIBIT "A" 

DESCRIPTION OF SERVICES 

Into Math K-6
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EXHIBIT "B" 

SCHEDULE OF STUDENT DATA 

Houghton Mifflin Harcourt™ (HMH@): Ed

SAM Student Data Usage Specifications 

Category of 
Elements Check if used by your system 

Data 

IP Addresses of 

users; Use of X 
Application cookies; etc. 
Technology 

Other application Metadata 
technology 
metadata 

Application 
Metadata on user 

interaction with X 
Use Statistics 

application 

Standardized test 
X 

scores 

Assessment 
Observation data On Roadmap 

Other assessment data
 - Please specify: 

Student school 

(daily) attendance 

Attendance data 

Student class 
attendance 

Online 

Communicatio 
communications 
that are captured 

ns 
(emails, blog 
entries) 

Conduct 
Conduct or 
behavioral data 

Date of Birth Coming Soon 

Place of Birth 

Demographics Gender Coming Soon 

Ethnicity or race Coming Soon 

Language Coming Soon 
Information 
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SAM Student Data Usage Specifications 

Category of 
Elements Check if used by your system 

Data 

(native, preferred, 
or primary 
language spoken 
by student) 

Other 
demographics -
Please specify: 

Student school 
X 

enrollment 

Student grade 
X level 

Homeroom 

Guidance 

Enrollment 
counselor 

Specific 
curriculum 

Year of 
graduation 

Other enrollment 
information -
Please specify: 

Parent/Guardia 
Address 

n Contact Email 
Information 

Phone 

Parent ID number 
Parent/Guardia (created to link 

n ID parents to 
students) 

Parent/Guardia 
First and/or Last 

n Name 

Student 
scheduled X 

Schedule courses 

Teacher names X 

English language 
learner Coming Soon

Special 
information 

Indicator Low income 
Coming Soon status 

Medical alerts 
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Category of 
Data 

Student 
Contact 

Information 

Student 
Identifiers 

Student Name 

Student in App 
Performance 

Student 
Program 

Membership 

SAM Student Data Usage Specifications 

Elements 

Student disability 
information 

Specialized 
education 
services (IEP or 
504) 

Living situations 
(homeless/foster 
care) 

Other indicator -
Please specify: 

Address 

Email 

Phone 

Local (School 
district) ID 
number 

State ID number 

Vendor/App 
assigned student 
ID number 

Student app 
username 

Student app 
passwords 

First and/or Last 

Program/applicati 
on performance 
(typing program-
student types 60 
wpm; reading 
program-student 
reads below 
grade-level) 

Academic or 
extracurricular 
activities a 
student may 

Check if used by your system 

Coming Soon 

Coming Soon 

Please refer to the Student Achievement Manager (SAM) Data 
Management Manual provided at the following: 

https·LL:w:w:w hmhco comLprnduct-
s11pport/content/techs11pportLsamLmanua lsLHMHS 8 M 
3 X pdf 

X 

X 

X 

X 

Coming Soon 
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SAM Student Data Usage Specifications 

Category of 
Elements Check if used by your system 

Data 

belong to or 
participate in 

Student 
Student 

Survey 
responses to 

Responses 
surveys or 
questionnaires 

Student 
generated 
content; writing, 

Student Work pictures; etc. 

Other student 
work data -
Please specify: 

Student course 
 

grades 

Student course 
Coming Soon 

data 

Transcript Student course 
grades/performan 
ce scores 

Other transcript 
data - Please 
specify: 

Student bus 
assignment 

Student pick-up 
and/or drop-off 
location 

Transportation Student bus card
ID number 

Other 
transportation 
data - Please 
specify: 

Please list each 
additional data 

Other 
element used, 
stored, or 
collected by your 
application. 
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